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Abstract — Modern society depends on the operations of civil i nfrastructure systems, such
as transportation, energy, telecommunications and water. Clealy, disruption of any of these
systems would present a sgnificant detriment to dally living. However, these systems have
beome so interconneded, one relying on another, that disruption of one may lead to disruptions
inall. Thefocus of thisreseach is on developing techniques which can be used to respond to
events that have the capabili ty toimpad interdependent infrastructure systems. As discussed in
the paper, infrastructure interdependencies occur when, due to either geographicd proximity or
shared operations, an impad on one infrastructure system affeds one or more other infrastructure
systems. The approachisto modd the salient elenents of thesesystems and provide dedsion

makers with ameans to manipulate the set of models, i.e. adeasion support system.

Definitions of five types of interdependency identified during the reseach are presentedand

incorporated into threenetwork flows mathematicd representations. The first representation
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describes ead system during normal operations. The second provides support to the maregers of
the individual systems and to emergency response officials in assessng the impad of a

disruption and determiningif service can be provided without exiengve restoration operations.
The third model showsthe impad of a disruption when interdependencies among infrastructures
are condderedand supports strategy developmentand dedsion making during regoration. An
illustrative exampe of themodels is presented. The pagr cond udes with a discusson of

acomplishments and opportunities for future work.

Index Terms — Civil Infrastructure Systems, Dedsion Support Systems, Emergency

Management, Mathematicd Programming, Networks



1. Introduction

Modern society relies on the operations of a set of human-built systems and their
processs. The set of systemswhich isinvestigated by this research isreferred to as civil
infrastructure systems. These systems are typicaly considered to be transportation (including
roads, bridges, water and rail); energy (including eledric power, gas and liquid fuels);
telecommunications (including telegraph, telephone, wirelessand internet/digital); and
finally, water (including wastewater fadlitiesand water supgies). All civil i nfrastructures
systems rely on a constructed system in order to provide rvices, such as power ddivery,
voiceand data ransmisson. Each system’s components can only be ugd to support services
of their respedive group (communicationslinescannot be used for energy transmisson and
viceversa; water system pipelines are not realily avail able for energy products such as gas or
fuel). This set of systems has bean included in thebroader set of criticd infrastructures

defined by the President’s Council on Criticd Infrastructure Protedion (PCCIP) [1].

When an event occursthat may cause disruptions to more than one infrastructure system
or isconsidered to be beyond the management cgpability of normal staff, emergency
response organizaions are adivated. Emergency Response Organizations (EROs) exist not
only at the federd, state, county or city leve, but within organizations responsiblefor
operation of the infrastructure systems[2,3]. Immediately after the September 11, 2001
attacksin New Y ork City, many emergency response organizations were adivated. For New

Y ork City, the ERO is the Office of Emergency Management (NY COEM); at the state levd,



it isthe Emergency Management Office (NY SEMO); within Consolidated Edison (the
principal supdier of power), it isthe Corporate Emergency Response Center; for Verizon, a
telecommunications provider, it isthe Emergency Command Center. No matter the name,
ead of these emergerncy response organizations is established for the same besic reasons: to
set priorities, coordinate response eff orts, colled information and keegp informed all relevant
parties, both within and external to the organizaion [4]. For example, following the 9/11
attacks, ConEd established initial response priorities for crews and kept NYCOEM informed.
AsNY COEM becane aware of needs, requests were made to responsble agencies or
companies. Additionaly, coordination of resources was made at NYCOEM as they were
made aware of the resourceseachagency or company hadavailablefor response and
restoration of services. When a priority was established by federal, state or city government
officials, it wasthe responsibility of NY COEM to make this priority clea to all member

agencies.

Asaresult of our case ardlyses, we chose to focus a supportingthe EROsin the
organizations responsible for managing civil i nfrastructure systemsin responding to events
that disrupt services provided by the systems they manage. The deasion makersin EROs are
responsible for developing strategies for response and restoration and proposing them for
review by stakeholders or reguators both within and externd to their organization [5,6].
Onceastrategy hasbeen determined, it isimplemented by field personnel. Thecomputer -
based dedsion aid being developed in this reseach maintains the independent system
perspedive for managers of ead system, while providing the interdependent view for

persons charged with setting prioritiesand direding restoration adivities when an event



impads two or more of thesesystemssimultaneoudy, e.g. the New Y ork City Office of

Emergency Management.

Officials at Verizon and Consolidated Edison were interviewed as part of the model
development and provideddata and indghts for the case used to assessthe model’s contruct.
It isanticipated that these same officials as well as representatives of the New Y ork State
Emergency Management Officeand New Y ork City Officeof Emergency Management will

be used to evaluate the models as part of our adivitiesin the comingyeas.

Interdependent infrastructures can be viewed as networks, with movement of
commodities (i.e. material) corresponding to flows and with services corresponding to a
desired level of these flows. For ead commodity, ead node is either a supdy node which is
asourcefor the commodity; a demand node which is a point that requires some amount of
the commodity; or a transipment node which is a point thatneither produces nor requires
the commodity but serve & a point though which the commodity passes [7]. Arcs may, of
course, have limited cgpadties. Infrastructure systems operate in an environment subjed to
disruptions, natural, human-caused or will ful ads. Based upon performarnce criteria, an
infrastructure system can be designed to minimize possble service degradation following a
disruption. In addition, oncea disruption occurs, dternative ways of restoring service ca be

determined.

Threemodels are presented. Sedion 2 detal s thenormd operationsmode, prior to any

disruption. A model for responding to adisruptionis presented in sedion 3, and thismodel is



intended to aid EROs in rapidly prioritizing among the possble responses. The response
model does not diredly consider interadions between different infrastructures. The
restoration model of sedion 4 isfor adionstaken in response to the disruption that require
consideration of interadions among and prioritizing aaossthe diff erent services provided by
the infrastructures. It isin this sedion that five diff erent kinds of interdependerciesare
described, and the model includes these interdependencies. Sedion 5 contains an example of

the models. The paper concludes with suggestions for future reseach.

2. Normal Operations M odel

Mathematicadly, acolledion of infrastructure systems & represeentedasfollows.Let |

denote the set of infrastructures. Infrastructure i | has nodes V' and direciedarcs E'.

Associated with ead rode jI V' isa scaar b‘j representing its supdy or demend. If node j[J
V' isademand pointthen b’ < 0; if it isasupdy point then b', > 0; and if it isa
transshipment node then b‘j =0.1fj0 V isasuppy node then b‘j equals the maximum

possble amount that could be produced at that node. A nonnegative vedor of variables, X, ,
represents the flow on ead arc e of the infrastructure. Asciated with ead arc ein E' are

non-negative scdars of costs ¢, and capadtiesu), where 0 < X, < L.

Arcs are represented usng ether theendpointsof the arc or the index of the arc. For a

nodel O V for someinfrastructurei O I, let 37 (1) denote the st of arcsin E' that enter node

| andlet 57 (I) denote the =t of arcsin E' that leave nodel. Define & (1) := 3 *(1) 0 8 (),



the set of al arcsincident to node . Without lossof generality, assume that every suppy

node has no incoming arcs (i.e., & *(1) =0 if b; > 0) and that demand nodes have no
outgoing arcs, (i.e., 6 (I) = 0if bj < 0). A transshipment node j may have alimited
cgpadty, V\fJ , modeled by pladng an upper bound on total flow acossthe arcs 6 *(1).

Included in the model are flow conservation constraints (i) that for suppy nodes ensure that
total flow out of the node is no greaer than the available supdy, (ii) that for demand nodes
ensure that demand is met, and (iii ) that for transshipment nodes ensure that flow into the
node equalsflow out of thenode. The structura requirements aremodeled by constraints on

the capadties of arcsand transsipment nodes.

The objedive during normal operations of a civil i nfrastructure system is tofind the

minimum cost feasible network flow. The compete representation of minimum cost network

flow for ead infrastructure i1 1 , where the total flow into node j isgiven by Zwmxg and

the total flow out of the node is given by Zeﬂa’(j) X, , isasfollows:

minimize Y o CeXe (1)
subjed to Zeﬂé,(j)x; <b; for jOV' with b; >0 (2)
S oy =D for jOV' withb <0 (3)

Y o Xe ™ D anpXe =0 for jOV with bj =0 (4)

Zeﬂé*(j)xé <w, for jOV' with b = )

X, < Ul for eDE' (6)



X >0 for eDE' (7)

Under normal conditions, all demands of all i nfrastructures are met. Referring badk to
the definition of input dependency, if all demands are met thendl theinterdependent
components operate. So when all demands are met, the systems can be looked at as operating
independently. It is only when failures occur that interdependencies beame a concen. This

normal operations model provides the kasdine representation of an infrastructure.

3. Responseto a Disruption

To be of use in addressng disruptions, thenormd operationsmode is reformuated by
the addtion of dad variablesand the caability to weight these variables so thatemergerncy
managers in the Emergency Response Organization (ERO) may prioritize These weighting
fadors cause the model to attempt to reducea priority demand’'s slackto zero first, before

meding demands with lower priority. Therefore the resporse model is given by: for

infrastructure i | , where the total flow into node j isgiven by zew(j)xzia and the total flow

out of the node is given byzem_(j)xfe with s , asdad variabl es and weighting fadors ki,

the response modd is asfollows:

minimize Y Gty kS (8)
subjed to Zeﬂé,(j)x; <b; for jOV' with b; >0 9)
S|+ wy X = D) for jOV' with b} <0 (10

Y s o™ Y s =0 for jOVI withbj =0 (11)



Zdw(j)x; sw for jOV' with b} =0 (12

X, <ul 0idl and Ded E' (13)
X >0 00! and DeOE' (14)
s 20 Oidl and OjOV! (15)

where the symboli c representations are the same as the thosefor thenormd operations

model.

4. Interdependenciesand the Restoration M od€l

If al revised demandsfor dl infrastructure srvicescan ke nmet, ead infrastructure
system is considered to be operating independently. However, when unmet demand for any
infrastructure serviceis found, interdependencies among infrastructure systems are

considered and incorporated in order to support the restoration dedsion-making process

1) Inpu: In general, input dependency is represented as follows: Define the set
V' OV' tobethenodes j OV'with b} >0 (supply nodes). Sets V'~ O V'
(transshipment nodes) and V'~ OV' (demand nodes) are defined similarly. Let
D(i,i1) OV~ betheset of nodesini that some other infrastructurei; depend upan

(parent nodes) and let D' := Ouoiiz#i D(i,i1) . This subset of nodes is theinterdependent

nodes. The remaining nodesin V "~ will be referred to as the independent nodes. The binary

variable yiil’!j isthe connedion between nodel in infrastructurei (whereit isa demand



node) and node j in infrastructure i1, where it may be etherasupgdy, demand or

transshipment node andis only defined for | O D(i,i1) .

Let C(i,,i) OV" bethe set of nodesin i; that depend on some other infrastructurei,

(child nodes) and let C™ := Oioi i #ix C(i1, 1) .Without lossof generality, all nodes have

been disaggregated to the point where, given infrastructuresi, i;, and | in D(i,i1), thereisa

il
i,]

unique node j in C(i1,i) suchthat vy, ; isdefined, and given infrastructures i, i;, and nodej in

C(i1,i), thereisaunique node | in D(i,i;), suchthat y.' isdefined. Let F(i,i,) betheset of

i, ]

il
i1, ] "

ordered pairs (1,j) asociated with node | in D(i,i1) and node j in C(i4,i) for ead .
The objedive function of the restoration model incorporates different prioritiesin
addition to modeling interdependencies. On independent nodes, the available supdy may be

meding the required demend or there may be some shortfal. The dadk variable s!

represents the shortfall in meding demands at independent nodes. 1n the model, thereisno
consideration for partial dadk at theinterdependent nodes. Because thesinterdependent
nodes control the operation of nodes in other infrastructure systems, if they are not fully
operational then they are in afailed condition: thereisno benefit to partially meeing the
requirement. Following the response phase, when there are unmet demands acossone or
more systems, one choicefor the objedivefunctionis to minimize the totd shortfdl (dadk)

plus the unmet interdependent demands. A restoration model is defined asfollows:

10



minimize ;
~\D'

subjed to

i <p!
Zeﬂé’(j)xe <b;

REPEEL

elo" (1) €10 (1)

S+ yx=b)
edo*(j)

i i
Zeﬂé*(j)xe =W
zeﬂé (J)Xel bllyllj

s'j1 + Xi = b'lyI1 g
eJo* (j)

)E X < wiy|
i)

§ <(@-y')y

For the remaining four interdependencies, their mathematicd representations are as

follows.

PILLEE

Ojovi+, Ol (17)
Ojov-=, 0ol (18)
Ojov-, 0ol (19
Ojov-=,oidl (20)

0(, ) OF (i) with b >0 Oi, it O1,i #i1

O, j) OF(i,iy) with b <0 0i,iz O1,i #i1
Od, ) OF(,i,) withb!* =0 Di,is O1,i #i1

Od, )HOF@,i), i, 01,i #i1
OeOE',DiOl

Oid

binary, (1, ))OF(i,,i ), 0, 01,1 Zi1

0j OV'with b; <0,0i O

2) Mutua Dependence A colledion of infrastructuresis sad to be mutualy

dependent if at least one of the adivities of one infrastructure system is dependent upon

11
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(23)

(24)
(29
(26)
(27)
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any other infrastructure system and at least one of the adivities of this other infrastructure

system is dependent upon the first infrastructure system. So in the cas of two systemsi
and i, , mutual dependencewould occur if thereisat least one yiil’! ; (conredion between

nodel ininfrastructurei (whereit is a demand node) and node j in infrastructurei;) and at

least one yi'l,’g1 (connedion between node min infrastructure i; (where it is a demand node)

and node nin infrastructure i). Consider anatural gas system punp and a gs-fired eledric
power generator. From the perspedive of the natural gas system, the pumpisa
transshipment node and the gererator isa demand node. From the perspedive of the
eledrica network, the generator is a supdy node and the pumpis a cermand node. The

generator neals gasto produceeledricity; the pump neeads eledric power to deliver gas

through the system to the generator. In this case yiil’! j would be the connedion from the

power system (infrastructure i) to the pump in the gas system (infrastructure i), and yfl;;” ,

the connedion from the gas g/stem (infrastructurei;) to the generator in the power system
(infrastructurei). Failure of one component causesits corresponding binary variable to be
set to zero, thus redwcing the df edive cgpadty of the dher componert to zero. In other

words, if the pump wereto fail, suppy of gasto the generator would be inadequate and

iiljﬂ" would be set to zero. When y» =0, the capadty of the gererator is setto zero

(sinceits effedive capaaty is the product of yiiljnm and itsrated capadty b). Because the

generator isasuppy node, all flowson thearcs (i.e., the power lines) leaving the gererator

would now be zero, by flow conservation. Alternatdy, a lack of power at the pump

demand node in the eledricd gererating network causesitsbinary variable yiil’! j to beset

12



to zero and the capadty of the punp tobe st to zeo. To corred this situation, either an
alternate source of gas must be found for the generator or an alternate source of power

must be found for the pump.

3) Co-located: The co-locaed interdependency occurs when any of the physicd
components or adivities of the civil i nfrastructure systems are stuated within a pre<cribed
geographicd region. It was previousy noted that managers of individual infrastructure
systems would identify the components of their repedivesystem at or nea thesiteof the
incident which may have been affeded by the event. Based on further investigation, the
status of these components will be adjusted. However, snceonly those EROswho are
responsible for coordinating adivities aacossmultiple agenciesmantan the complete iew
of all civil infrastructure systems, it is ultimately their responsbili ty to ensure thatall ce
locaed interdependencies have been considered and the models of the affecied

infrastructures revised as appropriate.

4) Shaed (AND): Shared interdependence occurs when some physicd components
and/or adivities of the infrastructure used in providing the services are shared. In the
context of the telecommunications and power systems and the WTC restoration, it could
have been advantageous to route the shunts used to restore phone and power through the
same temporary enclosures. This might have reduced time and costsince only one
enclosure would need to be built, but could then lead to coordination problems between the
two companies. This stuation could bemodeled by changesin the objedivefunction and

constraint equations.
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5) Exdusive-or (XOR): When multiple services shareinfrastructure component(s), for
example, an arc, but the componentcan only be usd by one serviceat atime, exclusive-or
interdependence occurs. Considering power and telecommunications, it canaso be the
case that a power and atelecommunications shunt may not beale to be routed in close
proximity to ead other. Thiswould be the cag with a T-1 line and ahigh voltage
distribution line which can not be too close together due to RF interference consderations.
Exclusive-or interdependencies are modeled by seleding additional constraints to restrict

flow to one commadlity or the other.

5. An lllustrative Example

This sedion presents an exampe drawn from case of infrastructureinterdependency
that arose following the World Trade Center attadk, as reported by The New York Times.
Additional information was obtained from interviews with Consolidated Edison (ConEd) and
Verizon personnel. Much of the data associated with the atack(e.g., locaionsof equipment
and personnd, gererating cagabilities, capagdties of feeder linesand shunts, power demand s)
is sengtive and has nat been used. In order to ill ustrate modeli ng of ead of thefive
interdependencies, asimulated event is used, a monitoring system (telecommunications)
fallure leading to losses of power. The following case ill ustrates how the response and
restoration models could be used to provide dedsion support to infrastructure operators and

emergency managers. This case is described in greder detail in [8].
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Thefirst system used in this case isthe power distribution system. This system has four
high voltage power supgies. This high voltage is the input to multiple substations, which
transform down the high voltage power recaved from the transmisson system to 13500
volts (13.5 kV). From thesesubstations, power is provided to 120/208v olt transformers, and
then to the customers. The customersinclude the New Y ork Stock Exchange (NY SE), a
hospital, One Police Plaza(the New Y ork City Police Headguarters), twofadlities of the
Metropolitan Transportation Authority (transit services), six Controlled Environmental
Vaults (CEV) of the phone company (de<cribed below), and two gererd resdential areasand

two general businessaress.

The second system is the telephone system, in which customers function as both suppy
and demand nodes. The system has 18 neighborhood areas consisting of both residential and
businesscustomers. Calls originate at a customer ard are ®llecied adong adistribution cable
typicaly serving dozens of customers. Many distribution célescome together ata
Controlled Environmental Vault (CEV). Callsthen passthrough afeeder cable containing
thousands of lines and come together in the cable vault of acentral officeand into a
switching system. From the centrd office, they passto oneof the following: to anather
centra officethrough an interfacetrunk; to atandem® viaa trunk link; or out through the

same set of CEVsthat feed the (originating) central office

To illustrate amutua dependernce of telecommunications on power and power on

telecmmunications, assume afailure in the power distribution system which causes the

3 A tandem hastrunk linesto all central officesin its secor and trunks to all other tandemswith the same of

other companies providing serviceto the world network.
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failure of a Controlled Environment Vault (CEV) in the phone system. The failure of the
CEV resultsin alossof telephone service With thisfailure in the phone system, the
supervisory control and data aqquisition (SCADA) system for the power company becames
unreliable, causing lossof reliable indicators on a set of distribution transformers and causing
bre&ersto malfunction. (This failure was not observed during the WTC attackandis only
inserted to ill ustrate mutual dependency.) The disruption causes the failure of one substation,
the power suppy lineto two CEVs (denoted D and E) , and the phone feeder lines from CEV

D and two other CEV's (denoted B and C) to a Centrd Office.

As part of theimpad assessment, field observersreport that the substation is compl etely
destroyed. They also report that they are unalle 1o ascettain thecondition o the four lines
that were affeceddue to the extensive debris but are confident thatthe lines are not
servicedle. The system operatorsat Verizon and ConEd make modificaionsto the response
phase model, using datafrom thefield. The supdy at this substation and the capadty of the
one eledric andthreephone lines are reduced to zeo. Each nanager runs the response modd

on hisor her system independent of the other.

The results show unmet demand at the New Y ork Stock Exchange, regdertial areas, a
hospital, and CEVs C, D, and E based on the dad variablesin the power system model. In
the phone system, the operator notes there is unmet demand in the neighborhoods served by
CEVsB, C, and D. In the response model discussed ealier, it isnoted that prioritization can

be done in an attempt to mee vitd |oads at the expense d lessimportant loads, if

appropriate.
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With unmet demandsin their respedive systems and no feasble solutions, the operators
provide these data to the emergercy response organizations that then move the eventto the
next stage — restoration. The operator uses the restoration model to identify the dadk
variables corresponding to unmet demandsin the two systems, including interdependencies.
Sincethe effeds on these two systems are keing considered, theinput dependerciesare the
lossof power to CEVsC and D. CEV E containsthe SCADA system for a second substation.
Following the lossof power to CEV B, the lossof SCADA causes alossof reliable
indication and control of the output bregkers causing them to open resultingin lossof power

to al components served by this second substation.

When the emergerncy response organization runs the restoration mode, the results
indicate the unmet demands noted by the infrastructure managers as well as severd new,
unmet demands. The lossof power to CEV C viaitsinput dependenceresultsin lossof
servicein the neighborhoodsi it serves. Failure of CEV E and the SCADA system leadsto
new failuresin the power grid and unmet demand at Metropolitan Transportation Authority
(MTA) trains and stations (subway services) and One Police Plaza (police headquerters).
NY COEM personnel now move to the second portion of the restoration phase. Available
resources are identified and restoration strategies are developed, in consultation with the
individual system infrastructure managers. These strategies consist of new lines and

temporary power Sources,

Priority for the power company isrestoring power to the Newv Y ork Stock Excharmge,

CEV C, CEV D, CEV E, and thehospitd (restoring power to CEV Ewill restore SCADA to
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the second substation and therefore, restore power to One Police Plazaand the MTA fadli ty).
The power company has also recaved arequest to provide rew power lines to the aeaof the
disruption for rexcue operations (lighting, punmps, etc). The power company determines that
threesubstations can be used to provide some of this power: the seaond substation is
available to provide 125 units of power beyondits current loads (once SCADA is restored

and power is provided to One Police Plazaand MTA); for the two additional substations, one
can provide 50 units of power and the other can provide 60 units beyondtheir current loads
CEVsC, D and E eadt require 10 units of power; the Nev York Stock Excharnge requires

100, the hospital requires 125and the World Trade Center site needs 50.

The phone company isfocused on restoring thelines between CEVsB, C, and D and the
Central Office. All of the temporary lines run must be housed in enclosuresto ensure the
safety of the public and to proted the lines from damage. Phone shuntswhich contain only
voicedircuits, known as POTS, can behoused in the same enclosure asthe power line.
However, any phone line containing a T-1 line must not be run in the vicinity of a power line,
dueto interference These requirements serve asthe bases for the remaining two
interdependencies, shared (AND) and exclusive-or (XOR). The POTSlinesand power are
modeled as a shared interdependency; that is, the lines will be run together when possble.
The T-1 line and power line are an exclusve-or interdependency, where only one line or the

other may be routed along a particular path.

The power company has sufficient shunts to conned from the three aailable substations

to ead of theloads. Each shunt from a supgy to a demand node has its associated cost and
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cgpadty. There arealso two diesel generators available and four suitable stes for them Eacdh
site could hawe one or both gererators, al owing for two one-generator sites or one two-

generator site.

The phone company has sufficient resources to recanectithethreeCEVsto the centrd
office Dueto the locaion of the failure, the company aso hasan option to conned to
another central officeversusthe original connedion. There are mutiple routing choices
avail able for ead conredion, ead having its own asciated cost. However, becaise this
portion of the restoration is being donein conjunction with the power company, both the
XOR congtraint of only one system’s line being locaed along some paths and the AND
constraint of both systems’ lines being in the same enclosure must each Ile taken into

acount.

Based on discussons with domain experts, reasonable cost estimates were cetermined.
The dedsion situation fadng the emergency maragers is, in es®rce, to construct a rew
network utilizing the working sedions of the infrastructures and supdementing them with
new shunts and temporary diesel generators. The spedfic objedive function for this example

isto minimize cost of operation of the shunts and the gererators.

Utili zing the modeling language AM PL and the CPLEX solver [9], the model
determines the following course of adion: From the seand substation, conned a shunt to the
New Y ork Stock Exchange (NY SE). From ead of the two additional substations, conned

two shunts to various demand nodes. Placetwo diesels at one of the sites and supgy the
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remaining needs of two of the demand nodes. The phone company runs its shunts from CEV
B to the original central office andfrom CEV C and D to thealtemate office. This plan meds

the needed demands and does nat violate the exclusive or requrements.

The model can aso provide dedsion makers with alternatives. The effeds of changesin
the current Stuation can besv aluated. Thisisusually referred to as senstivity ardlysis. For
example, if the loads increase, the current solution could becomeinfeasble (it will no longer
med the requirements). Reducing loads could lead to new, cheager solutions. How much of a
change isrequired to affed the current solution is determined by the sensitivity andysis.
Managers could also use sensitivity analysis and new constraints to handle other
contingencies such asmore gererators becoming available or shunts above some length

(cost) should not be installed.

6. Summary

Models can provide powerful means of understanding [10], monitoring and controlling
large-scde infrastructure systems [11]. The need for powerful but parsmonious models is
particularly aaute asmode ed infrastructuresincrease in complexity, aswhen a number of
infrastructures are interdependent. The particular focus of thiswork is on developing
techniquesthat can be used to respond to and restore from events that have the capabili ty of
impading interdependent infrastructure systems. The approad takenis to modd salient
elements of interdependent criticd infrastructure systems and to provide dedsion makers

with means of manipulating this model for purposes of response and restoration of service,
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i.e. adedsion support system. The restoration model is an integer programming problem,

which can be attacked using branch-and-cut [12].

These models are designed to be imbedded in adedsion support system that will
employ a database management system for storing data andinformation on response and
restoration resources and have as the human-madine interface a geographicd information
system. Emergency managers and infrastructure operators will then be able to seethefull
impad of adions aadossmultiple systems and work collaboratively to provide the solutions
that are best for al. Additionally, it isenvisioned that this dedsion support system will hawe
the capabili ty of aiding system designersin increasing the reslience of their systems and
increasing their awarenessof the effed interdependercy playsin the desgn and operation of
these complex systems. Further agorithmic and model development will include
consideration of time-expanded networks [7] and techniques used in network design and

multicommodity network flows such ascolumn gereration and brand-and-price[13,14,15)].
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